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Consent
>
Governance

Manage lawful collection,
usage, purpose specification
and withdrawal of consent
across the data lifecycle.

/)
Consent
Management
Obtain valid, informed
and unambiguous
consent for the
processing of
personal data.
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« THE DPDP READINESS FRAMEWORK -

Silver Partner

Governance & Identity & Access Data Protection & > Auditability &
Accountability Secu rity Meonitoring Compliance
Establish policies, define Ensure onty authorized Classify and protect personal Maintain evidence, generate
roles and responsibilities, users and systems can data with appropriate reports and ensure audit
and implement controls access personal data on a safeguards and continuously readiness to demonstrate
with clear oversight. need-to-know basis. monitor usage and access. compliance.
* KEY OBLIGATIONS UNDER DPDP ACT -
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Purpose Data Principal Security Breach Accountability &
Limitation Rights Safeguards Notification Governance
Collect personal data Enable individuals to Implement reasonable Notify the Data Appoint Data Protection
only for specified, access, correct, erase security practices to Protection Board and Officer, conduct audits
explicit and lawful and exercise other prevent personal data affected individuals of and demonstrate
purposes, rights over their breaches and data breaches in a compliance with the

personal data.

unauthorized access.

timely manner.

Act's provisions.
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PENALTIES FOR NON-COMPLIANCE

Maximum penalty for failure to
implement reasonable security
safeguards and for breach of
other key obligations.

Up to
Penaity for failure to notify
? 2 0 0 the Data Protection Board
. and affected individuals
Crore | cbecrs

@ renatties wil be determined by the Dota Protection Board of India based on the nature and severity of the violation.
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THE IMPLEMENTATION CHALLENGE

DPDP compliance is not just a legal mandate—it's a complex operational and technological challenge.

How do we manage consent .
across multiple channels

and systems?

Capturing, recording and honoring

consent consistently.

Who has access to personal
data and why?

Managing identities, roles and
access across people and apps.

How do we ensure continuous
visibility and monitoring'?

Detecting misuse, excessive access
and policy violations in real time. .
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Where is personal data stored
and how is it protected?

Discovering, classifying and securing
data across environments,

How are privileged accounts
and secrets secured?

Securing credentials, keys and secrets
across users, apps and infrastructure.

How do we demonstrate
compliance and prepare for audits?

Collecting evidence, maintaining records
and responding to regulator queries.




———= THE PRODEVANS + IBM SECURITY ECOSYSTEM +——
Digital Consent Governance & DPDP Compliance Outcomes
Ecosystem SWIKRUTI Manage consent lifecycle, data principal rights,
grievance redressal and compliance workflows. @
DPDP Compliance
&.‘ Employees
Zero Trust Access & Governance . ks Sibinc
ZTRUST Context-aware access, continuous verification, @
4. least privilege and policy enforcement
i Cotomers i ' DB e
P‘!. Identity Assurance
w Partners IBM Verify IBM Guardium IBM Vault Risk Reduction
Identity and Access Data Security & Secrets & Privileged
Management Monitoring Access Management =, ] I
[-. Devices & =7 Audit Readiness
D Applications
= ; Digital Trust
] . Structured | Unstructured | Cloud | On-premises @
g Enterpnse Data Databases, Applications, Files, APls and more
Ll L]
Integrated. Intelligent. Trusted.
End-to-end protection of identities, data and access across the enterprise.
ECOSYSTEM ARCHITECTURE

SOLUTION COMPONENTS
Q288 8

Users (Employees, Customers, Partners) + End-to-end consent management

+ Data principal rights management

SWIKRUTI + Purpose & data mapping
O IBM Verify + Grievance redressal workflows
C@ Austhentication & MFA + DPDP complance reporting
» Zero Trust architecture
ZTRUST ] SWIKRUTI +  Identity-centric access controls
@ B Sty = Sunasniuds ZTRUST « Adaptive risk-based authentication
Consumer i +  Micro-segmentation & least privilege
Identity + Continuous monitoring & policy enforcement
Store / DB ' )
T o + Unified identity management
Applications & PR, H = « SS0, MFA and adaptive authentication
<> Microservices IBM Vﬁflfy * Lifecycle management
l * Role-based access control
IBM Guardi + Federation & di y integration
@ uardium G‘r IBM Vault
Discover, Classify, Secrets & Credentials
Menitor B Protect (Saa$ / On-prem) + Sensitive data discovery & classification
SemciEvabata » Activity monitoring & behavior analytics
Across All Sourses “u IBM Guardium . Data leakage prevention
\. * Regulatory compliance reporting
* Real-time threat detection
Q & . [T8
aa} Pm-iln;ged Access
DBA / Security Admin / oo * Secrets management
il Application Data « Credential protection & rotation
IBM Vau't * Machine identities & secure access
—  DotafAccessFlow  ------- Policy / Gontrol Flow * ‘Seours socess to spplications & users
« Audit & compliance reporting
HOW THE ECOSYSTEM OPERATES
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Authenticate Authorize Govern Consent Monitor & Protect Secure Secrets Audit & Comply
Users authenticate ZTrust evaluates Swikruti validates 1BM Guardium monitors IBM Vault secures Gowvernance records
through IBM Verify context, risk and consent, purpose and activity, detects secrets, credentials and and audit evidence
with strong asturance. policies to authorize applicable data usage anomalies and protects privileged access for support compliance
access. policles. sensitive data. applications & users. and reporting.
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